r-excellence/cybersecHealthIT.gov Handheld devices at the bedside pose minimal risk of a HIPPA violation by healthcare workers. Safety and security measures have been taken to protect private health information with the use of mobile devices in health care. Data in 2016 determined 95% of Americans owned cellphones and 83% owned at least one mobile device. 81% of physicians utilize their mobile devices to access EMRs. 
Benefits to mobile healthcare delivery
1. Gives patients faster access to providers and care- patients are able to send non urgent medical questions, request refills, send symptom and care updates, manage billing, edit demographics and insurance, pre-check in, cancel and schedule appointments
2. Improves medication adherence/reconciliation- gives a stored place for medication lists to help patients remember what medications they are taking and what dosages
3. Makes remote patient monitoring possible and easy
a. Covid symptom reporting
b. Weight
c. Blood pressure
d. Blood sugar
4. Improves provider communication and coordination of care
5. Improves patient involvement as an active participant in their care
6. Improves rapid clinical decision making-clinical software applications- disease/diagnosis, medical calculations
7. Patient education and communication (translation tools)
8. Telehealth/video visits
9. Photographing wound healing and preadmission injuries and sores 
10. Better information management/time management

How is PHI protected with mobile devices at the bedside?
Information access controls-Most healthcare systems have their own secure networks that restrict access to different sites and applications. If you do work remotely you are granted remote access as a security clearance, advised to use a private not public internet connection and have 2-authentication password protected access that is monitored. 
Data is encrypted
Frequent IT risk assessments
Regular staff training 
Secure messaging
Remote data erasure feature that allows data to be deleted remotely if devices are lost or stolen
EPIC is one of the most popular and widely used EMR across healthcare systems and the use of MyChart or MyCare associated as a patient platform which is HIPPA compliant by using Encryption, and provides transport layer security and secure socket layers as additional safeguards. 
Employees are regularly trained and updated on HIPPA compliance. Secure measures are taken to log out or secure screens when away from devices like computers and mobile carts. Policies are in place restricting access to an employee’s own EMR. Log in to another unit or patients chart out of curiosity is subject to immediate termination. Sharing of PHI or photography taken on site is prohibited. Staff are encouraged and incentivized to report noncompliance or breaches. Noncompliance is not taken lightly and in 99% of cases leads to immediate termination of breaching employee. 
Patients are given access to a user name and secure password. Encouraged not to leave their applications signed in on their mobile device. Encouraged to have 2 factor authentication and a password protected phone. Explained the risk of a data breach with information on their mobile device. Advised to turn off message previews if they do not want their health information to be viewable to onlookers. Encouragement of privacy screens on mobile devices as well as computer monitors. Patients advised to only use facility approved mobile apps that can guarantee secure PHI. 
In a fast paced technology driven world, the use of mobile devices is only going to expand in the future of healthcare. The bottom line is medical device manufactures and health care delivery organizations are ultimately responsible for putting appropriate mitigations in place to address patient safety risks and ensure proper device performance. As the future of healthcare grows it is more important than ever to educate both staff and patients about mobile device policies and safety regarding the use of mobile devices and PHI. 
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